
Objective: As part of this hands-on module, you will be installing and configuring POSTFIX mail server.

Prerequisites: Knowledge of IPv6, DNS, reverse lookup and SMTP concepts.

The following will be the topology used for this lab. Note that the IP addresses are examples only. When
working on the lab, use the actual IP addresses as indicated by the instructors. For the purpose of this
guide, the IP address of 192.168.30.X or 2001:db8:100::X will refer to your Virtual Machine (VM).

Confirm interface name:

On the VM, check the IP configuration to see the interface Name

ifconfig
OR
ip route show | grep " src " | cut -d " " -f 3,12

In this guide the interface name is eth0 . Depending on the version of Ubuntu the interface
name may be enp0s3  or something different. Where eth0  is used in this guide replace it
with your interface name.

Module: Deploy Mail server
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Lab Notes



Virtual Machine details

Ubuntu 16.04 LTS/LXC
Hostname = groupXX.apnictraining.net
Domain name = apnictraining.net
IPv4 Address = 192.168.30.xx
IPv6 Address = 2001:db8:100::xx
xx = group ID as allocated by the instructor

NOTE: The screenshots show an IPv6 prefix 2001:db8:1:: , this is for demonstration purposes
only. You should use the IPv6 prefix of 2001:db8:100::

1. Confirm MX (mail server) record for groupXX.net  and try to resolve to an IPv6 address

dig -t MX @192.168.30.XX groupXX.net
ping6 mail.groupXX.net

Lab Exercise - POSTFIX Installation

Part 1. Confirm DNS settings



1. To install POSTFIX via a package manager type the following command:

sudo apt-get update
sudo DEBIAN_PRIORITY=low apt-get install postfix

This will start the Package Configuration for POSTFIX. Press enter for the first screen.

Part 2. Installation of POSTFIX



Select Internet Site  option and press enter

Type in the mail server's Fully Qualified Domain Name (FQDN) mail.groupXX.net  and press
enter.



Type in the account to be used for the alias emails for postmaster and root. In this example apnic

will be used. Press enter to continue to the next screen.

Confirm all the Domain Names to be used for mail delivery. Make sure mail.groupXX.net  is
listed and press enter.

Select No  and press enter.



[Optional] Add the network blocks to be used for mail delivery. If you wnat to allow email delivery for
all the lab servers then use a /24  for IPv4 and a /64  for IPv6.

192.168.30.0/24
2001:db8:100::/64

For the network blocks to be used for mail delivery. We will restrict it to our own mail server by adding
the following blocks and press enter to continue.

192.168.30.XX/32
2001:db8:100::XX/128



Press enter to continue.

Press enter to continue.

Select all  and press enter to continue.



The POSTFIX installation will then complete.

2. The default location of the POSTFIX configuration files are as follows:

/etc/postfix/master.cf  #Defines daemons and how they are reached
/etc/postfix/main.cf    #site specific information
/var/log/maillog        #Log file for mail related events

3. To view a summary of all the changed variables, type the following:

postconf -n



1. To install a simple mail client, type the following:

sudo apt-get install -y s-nail

2. Send a test email:

mailx -s 'test message' apnic

This is a test message
.

View the mail log to confirm the message was delivered.

sudo tail /var/log/mail.log

Use mailx  to view the incoming email.

Part 3. Send an Email



1. To view a summary of all the changed variables, type the following:

postconf -n

Notice the value for the inet_protocols  value is set to all.

Part 4. Set POSTFIX to only listen to IPv6



2. To update inet_protocols  value to listen just for IPv6 protocol, type the following:

sudo postconf -e 'inet_protocols = ipv6'

Restart the POSTFIX service.

sudo systemctl restart postfix.service

3. View a summary of all the changed variables.

postconf -n

1. Send a test email:

mailx -s 'IPv6 test message' apnic

Test message using IPv6
.

View the mail log to confirm the message was delivered.

sudo tail /var/log/mail.log

Use mailx  to view the incoming email.

NOTE: This is a very simple lab setup and doesn't cover all the complexities of setting up an IPv6 mail
server. It is suggested that you read the following article from RIPE.

Part 5. Send an Email via IPv6



https://labs.ripe.net/Members/mirjam/sending-and-receiving-emails-over-ipv6
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